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0   int packet_proc(struct xdp_md * ctx) {
1      void * data = (void *)(long)ctx->data;
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Handling Packet Pointers

● Size of packet unknown at compile time
● Make sure program has runtime check
● Special symbols for the packet (meta, begin, end)
● Invariant: meta ≤ begin ≤ end
● Slack variables are an optimization

{ν:pkt | ν = begin + s0 ∧ s0∈ [0,4] ∧ begin + 8 ≤ end }

The location 
where the pointer 

is pointing to
Safety ConditionConstraint on 

slack variable
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Handling Joins

● Branches can create diverging typings
● What should the types be at the join point?
● Preserve information in common
● Some typings are incomparable

r0 : {ν:num | ν = 12} r0 : {ν:stk | ν = 512}

r0 : Any
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0   int packet_proc(struct xdp_md * ctx) {
1      void * data = (void *)(long)ctx->data;
2      void * data_end = (void *)(long)ctx->data_end;
3      if (data + sizeof(int) > data_end) exit 1;
4      *(int *) data = *(int *)(data & 0x3A53E170);
5      return 0;
6   }
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0   int packet_proc(struct xdp_md * ctx) {
1      void * data = (void *)(long)ctx->data;
2      void * data_end = (void *)(long)ctx->data_end;
3      if (data + sizeof(int) > data_end) exit 1;
4      *(int *) data = *(int *)(data & 0x3A53E170);
5      return 0;
6   }

data : {ν:pkt | ν = begin ∧ begin + 4 ≤ end 
}
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Type Inference

Traverse control graph:
● For one basic block:

○ Join with predecessors (if any)
○ Infer types for instructions

● For loop heads:
○ Infer types for basic blocks
○ Widen until a fixed point is reached
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Implementation and Evaluation

● Type inference algorithm implemented in a tool called VeRefine
● Implemented as an abstract domain in the PREVAIL framework
● Evaluated on 420 industrial and synthetic benchmarks

○ Cilium, Suricata, OVS, Falco, etc.
● Less precise than prevail (but still sufficiently precise)
● Faster than PREVAIL
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Conclusion

Code Available Here

Summary:
● Type system for verifying eBPF 
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use of types
● Improved modularity of eBPF 

verification
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Future Work:
● Type checker
● Termination analysis

141


